[TamsiTKa 1O MPOPHUIAKTUKE MOIIIECHHUYECKUX JIEHCTBUI

Cetb MHTEpHET, ABIASICH KPYTHEHIIIUM CPEICTBOM 0OMeHa HH(pOpMAaIIME, B
TO K€ BpeMs MNOPOXKAAET CTPEMUTENbHBIA POCT NPECTYIUICHUH, CBS3aHHBIX C
UCITI0JIb30BaHUEM MH(OPMAIMOHHBIX TEXHOJIOTHH.

Ilpusnaku mowenHuuecmea co CmopoHsvl ROKynamena npu npooaxcax 6
Humepneme:

1. ITokymnaTtenb HE 0CO00 MHTEPECYETCs] TOBapOM, OBICTPO JIEMOHCTPUPYET
CBOE KEJIaHUE CAENaTh MOKYIKY U MEPEXOAUT K pa3roBOPy O CIOcoOe OIIaThl.

2. Ilokynarenp MPOCUT Bac Ha3BaTh IOJIHBIE PEKBU3UTHI KapThl, BKIFOYAsS
dbamunmmro-uMs JaTuHULer, cpok gerictBus m CVC-xoxa. Ilpm momommu 3THX
JTAaHHBIX OH CaM JIETKO CMOKET PacIUIaTUThCA Ballel kapTou B IHTepHeTe.

3. IlokynaTtenb MPOCUT Bac COOOIIMTH €My pa3IMYHbIE KOJbI, KOTOpHIE
OpuAyT K BaM Ha MOOWJIBHBIA TenepoH, SKOObI HEOOXOAUMBbIE €My s
COBEpUIEHUS IUIATEkKA.

Ilpusnaku mowiennuyecmea co cMoOpPOHbL NPOOAGUA NPU NOKYNKAX 6
Hnmepneme:

1. OTcyTrcTBYyeT aapec u TeiedoH, BCe OOIIEHUE MpeAsiaracTcs BeCTH uepe3
AJIEKTPOHHYIO TTOYTY WJIM MPOTPaMMbl 0OMEHAa MTHOBEHHBIMHU COOOIICHHUSIMHU.

2. OTCYTCTBYET peaqbHOE UMS TIPOJIABIIA, YEIIOBEK MPSIUETCS 32 KHUKOM.

3. IlponaBer; 3aperucTpUpoBaH Ha CEpBUCE HEJaBHO, OOBSABICHUE O
poJake — €TUHCTBEHHOE €ro COOOIIEHUE.

4. OObsiBNEHUE OIMYOJMKOBAHO C OIIMOKAaMH, COCTaBIIEHO HEOpEXHO, 0e3
3HAKOB MPEMUHAHMS, 3aTJIABHBIMUA OyKBaMH U T. JI.

5. OrcyrerByetr (poTo TOBapa, MO0 ke MPUIOKEH CHUMOK u3 MHTepHeTa
(3TO MOXHO OTIPEACTUTh, UCTIONB3Ys CEPBUCHI TTOUCKA TyOIUKATOB KAPTHHOK).

6. CaumkoM HU3Kas 1I€Ha TOoBapa B CPAaBHEHHWU C aHAJIOTaMU Yy APYTUX
POJABIIOB.

7. llponaBen; TpeOyeT MOJHYI0 WIM YaCTHYHYIO IpenoIviaTy (Hampumep, B
KayecTBE TapaHTHH, YTO BBl MOIAETEe MOJydaTh TOBAp Ha IMOYTE C OIUIATON
HaJIO)KCHHBIM IIJIATEKOM).

9. Tlpomameny mpuHUMaeT OIUIATYy TOJBKO HA AHOHUMHBIE PEKBU3UTHI:
AJIEKTPOHHBIE KOIIIEJIbKH, TOMOJHEHUE MOOWIBHOrO TenedoHa WM HA UMS
JPYroro uenoBeka (POJCTBEHHUKA, IPYyTra U T. 11.).

Kak ne cmamo Hecepmeanu mefle¢0HHblx MOUWIEHHUYecmae.

— I[Ipu TenedoHHOM 3BOHKE OT UMEHH SIKOOBI POJICTBEHHUKOB M COOOIICHUN
O TPYAHOH CUTyalluu CIEAyeT IO3BOHUTHCS O POAHBIX U ONHM3KUX, O KOTOPBIX
UJIET pPEub, BBIACHUTH MOAPOOHOCTH CIIyYUBIIETOCS, a HE TEPEBOIUTH M HE
OTJaBaTh JCHBIM HE3HAKOMBIM JIFO]ISIM;

— Ilepe3BoHuTh (a JydIe BCEro MOJOWTH) B JIF0OOe oTneneHue OaHKa, OT
UMEHH KOTOPOTO TMPHUIUIO COOOIIeHHe O TmpobieMax OOCTy>KMBaHUA TIO



pacdyeTHOMY CYeTy/KapTe, W PEUIuTh BCE BO3HUKIIKME BOMPOCH. MOXKHO TaKke
MO3BOHUTHh CBOUM OJM3KHM, KOTOPBHIE XOPOIIO pa30MparoTCcs B COBPEMEHHBIX
TEXHOJOTHIX, paccka3aTh O TOCTYNHBIIEM COOOIIEHWH U CIOPOCHTHh COBETA.
Crnemyer 3amOMHHUTH: HU OJWH OaHK HE OyAeT MPOCHUTh BIAAENbIA KapThl
COBEPIIATh KaKue-I1u00 ACHCTBUSA M0 Tesle)OHY MM COOOMATh PEKBU3UTHI KapTHI;

— He coobmate HE3HAKOMBIM JIIOSIM (KaK MPU JIMYHOM KOHTAaKTE, TaK M IO
TenedoHy WIM WHTEPHET-IIEPENUCKe) JJaHHble O cebe, CBOMX OJM3KUX,
POJICTBEHHHKAX, OaHKOBCKMX KapTaX, TO €CTh JO0YyI KOH(HICHIIMAIBbHYIO
(MuHyr0) HHGOPMAIIHIO;

— He ocymectBisaTh mpemoriaTy 3a TOBap WM OOCMIAHHYIO BBIIUIATY
(yciyry), mpou3BOAUTH OIUIATY TOJIBKO MpU UX (aKTHUYECKOM MMOTYUYEHUH.

Kak ne cmamo ofcepmeoﬁ unmepnem-mouwienHnuuecmea:

— Crnegyer BHUMATEIIbHO U3YYUTh MH(POPMAIIMIO MHTEPHET-CAliTa, OT3BIBBI,
CpPaBHUTH IICHBI 32 MHTEpeCcyrouil ToBap. OTCyTCTBUE HHPOPMAIIUH, 3aITyTaHHAS
cUCTeMa TOJIYYCHHS TOBapa 3a9acTyIO SBIISIOTCS IPU3HAKAMU MOIIICHHUYECTBA;

— ITlomyunTh MakCHMyM CBEIEHUW O TPOAABIE WM Mara3wHe: ajapeca,
TenedOHbI, UCTOPUIO B COLUAIBHBIX CETSIX, HAJTUYHE CIYyKObl JOCTaBKU M T. II.
JleficTBytOIIIME JIETAIbHO HMHTEPHET-Mara3uHbl WM PO3HUYHBIC IPOJABIIHI
pa3MeIamT MOJHYI0 HHGOPMAIMIO U padOTAIOT MO MPHUHIMIY «OIjlaTa ToBapa
MOCJI€ JOCTAaBKNY;

— Henp3st cooOmiath (mochlaaTh MO 3JIEKTPOHHOW MOYTE) MHPOPMAIMIO O
CBOMX IUIACTUKOBBIX KapTax. [IpecTymHMKM MOTYT BOCHOJB30BAaThCS HX
PEKBU3UTAMH U MTPOU3BECTH, HATTPUMED, PA3TUIHBIC TOKYITKH.

Buabl MOLLIEHHMYECTB B CETHAX COTOBOM U NPOBOJAHOM CBSA3U U B CETH
HNurepuer

1. MommeHHUYeCTBA, cCOBepHIaeMble ¢ HCNOJbL30BaAaHHEM MOOWJILHOW H
NPOBOJHON CBA3HU:

a) Comoevliit u npoeooHou menepon ucnobv3yemcsa Kak cpeocmeo
nepeoayu 20710c0601 uH@opmayuu, TOABUIBI, THUIbBL «BAll CbIH IONal B
aBapuio...», «Mama/rama y MEeHS MPOOJIEMEL...», «3TO W3 O0aHKa/COIBaluThl U
np...».

0) Comoevtii menegon ucnoavyemcsa 0asa nepeoauu CMC c noxcnou
ungopmayueii: «<MaMa, KiHb MHE Ha 3TOT HOMEp JACHET, IIOTOM BCE OOBSICHION,
«Bala KapTta 3a0J0KMpOBaHa MOAPOOHOCTH MO TEN..», «C BAIIEro cyeTa CIHUCAHO
5000 py6eit, oApoOHOCTH MO TEIL...».

6¢) Comoevlit menehon u eawe odvasnenue ¢ cemu Humepnem (caiit
Avito) wucronb3yercss MOIICHHUKOM JIJIS TOJydYeHHsS OT Bac JaHHBIX KapThl H
IPUBS3KU KapThl K MOOUIILHOMY TeNle()OHY MOILIEHHHUKA:



-« MO BamieMy OOBsIBJIEHHUIO Ha Avito (0 Mpoaaxe, O clade B apeHy),
coo0ImuTe MHE JaHHBIE C Balledl KapThl M KOJ HAa OOpaTHOW CTOpOHE s BaM
OTIIPABJIIO ICHBIH...»;

- «sI XOUy OTMPAaBUTh JICHBI'M BaM Ha KapTy 3a TOBap Ha Avito, mpeaoruiaty
3a apeHay, Yy Bac KapTa MpHUBsA3aHa K MOOWJIBHOMY OaHKY, €Cld HET, UIUTE K
OaHKOMATY s BaC MPOUHCTPYKTHPYIO KaK MOJKITIOYUTH MOOUIBHBIN OaHK.

[Ipu mosydeHUM CcOOOIICHUS HE HYXHO TMEpe3BAHMBATh HA yKa3aHHbBIC
HOMEpa. MOIIEHHUKM MOTYT TOTpeOoBaTh TEpeaaTh JIEHBIU  KYypheEpy,
MEePEUUCIUTh UX Ha KapTy, HOMEP MOOMILHOTO Tele(OoHa, MOMBITAIOTCS MOTYyYUTh
OT Bac cBejicHUs 0 Bareit 6aHKOBCKOM KapTe, MPEIJIOKUTh MPOUTH K OaHKOMATy U
COBEpIIUTh KaKWe-TM0O orepanuu y OaHKOMara, MOMPOCIT COOOIIUTH KOMIbI
KOTOpbIE MpUXOAiT K BaM Ha TenedoH.

B caywae monydeHUs BXOJSAIIETO 3BOHKA HEOOXOAMMO TIPEKPATHTh
pa3roBop, Jaxe eclii COOECEIHUK BCENSET YBEPEHHOCTh B CBOEH IMPaBIUBOCTH.
MolreHHHKH 00J1aal0T IICUXOJIOTHICCKUMHU MPUEMaMH BBEJICHUS B 3a01TyKICHHE,
aub0 o0sanarT uHbOpMaALUE O MOTEPIEeBIIEM U €ro OJMM3KUX. AHAJIOTHYHBIC
CIydau MOIIEHHUYECTBA BCTPEUAIOTCS W B ceTW VHTEpHET, HO COOOIIeHHe O
MIOMOIIM TIEPEAACTCS IOCPEJACTBOM COOOIICHHUS B COLMAIBHOM CETH C JIOKHOMU
CTPaHUIIBI POJICTBECHHUKA.

[Ipyu comMHEeHWM B TPaBIAUBOCTU TMOJIYYECHHOW WHGOPMAIIMK CIEIYEeT
NEePE3BOHUTDH OJM3KUM OT UMEHH KOTO MPUIIIO COOOIIEHNE, TTO3BOHUThH B OaHK T10
yKa3aHHOMY Ha KapTte, Ju00 B J0TOBOpe TenedoHy, MOCEeTUTh OirKaiiiiee
oTneneHue O0aHka. baHk HUKOI/Ia HE 3ampaiuBaeT 1o TenedoHy CBEIEHUS O KapTe
KJIIMEHTA: ee HOMep, Koa Ha oOpaTHol cTtopoHe, @.MN.O. Bragenbplia KapThl U CPOK
e neicTBuUA, a TeM Oosiee MUH-KOA. Eciu coOeceTHUK MbITAaeTCs MOJYYUTh OT Bac
Takyr HMH(OpMaIHio, JIMOO MPOCUT COOOIIMUTH KOJABI, KOTOPhIe MpUILIM Ha Bar
TenedoH oT OaHKa, MPEeKpaTUTE C HUM Pa3roBop.

['paxmanam, IMEIOIIMM TPECTAPEIIBIX POJCTBEHHUKOB, COCEICH, 3HAKOMBIX,
HEOOXOIMMO Pa3bSICHUTh UM, KaKUE€ CITOCOOBI MOIIICHHHYECTBA CYIIECTBYIOT, KaK
BECTH ceOs MPH MOITYISCHUH 3BOHKOB U COOOIIEHUH MOIIIEHHUYECKOTO XapaKTepa, a
MMEHHO HE€ BECTH AMAJIOTH C MOIICHHUKAaMH, MPEKPATUTh Pa3rOBOP U MO3BOHUTH
poacTBeHHUKaM. Eciu MOXuiol YenoBeK MOJydaeT IMEeHCHI0 Ha OaHKOBCKYIO
KapTy, TO MPEAJIOKHUTE CBOIO MTOMOIIb B CHATUU C KapThl ICHEXKHBIX CPEJICTB, TUOO
MPEIOKUTE POJCTBEHHUKY Tepenatbh kapTy Bam. Bo MHorux ciydasx B xoje
oOllleHHs ¢ TpecTapeibiMH JIIOJbMHU COOOUTHUKM MOIICHHUKOB HAXOJATCA B
palioHe TPOKMBAHMS TOXKHIIOTO 4YeJlOoBeKa, JMO0 y ero jaoma, noabe3na. I[lpu
MOJIYYCHUH MOIIICHHUYECKOTO 3BOHKAa HEOOXOIUMO HEMEUICHHO COOOIIUTH O
TaHHOM (DaKTEe B ITOJTHUITHIO.

Ecnu npu MolieHHUYECTBE, B X0/1€ TeJIe(POHHOTO pa3roBopa MpecTymHUKOM
ObLIa mojiydeHa nH@opmalus o 0aHKOBCKOM KapTe, TO HE0OXOAUMO MO3BOHUTH 10
TenedoHy yKazaHHOMY Ha KapTe U 3a0JIOKMpoBaTh KapTy. B 1eHb coBepieHus
MOIIIEHHUYECTBAa HEO0OXOJUMO OOpaTUThCA B OaHK C 3asBICHHUEM O BO3BpaTe



JIEHEKHBIX CPEACTB Ha KapTy, Tak Kak OaHK 00s3aH BO3BPATUTh JEHEKHbBIC
CpelcTBa, eciiu onepalys Oblia OCIOPEHA BIAJENbIIEM KapThl B IEHb ONEPALIUH.

JUiss  mpenoTBpalieHUss  MOIIEHHHUYECTB  TaKXKE  pPEKOMEHAYeM  He
pacnpocTpaHsiTh B ceTu HHTepHET cBeneHHs O MOOWIIBHBIX HOMEpax ¢ uX
NPUBSI3KOM K aHKETHBIM JaHHBIM, HE YyKa3blBaTb MOOHWJIBHBIE HOMEpa Ha
COIMAJIBHBIX CTPAHMIIAX, B MOJABAEMBIX B CETH OOBSBICHUAX HE YKA3bIBATh PSIIOM
¢ HoMepoM cotoBoro Tenedona Mms u @amunuio, agpec KUTEIbCTBA U JIPYTYIO
onuHyto uHpopManuioo. He wucmonws3oBath B cetu WHTEepHET HOMEpa CBOHWX
MOOWIIbHBIX TeNe(OHOB, K KOTOPHIM NPUBS3aHBI OAHKOBCKHE KapThl U HOMEpa
MOOWMIIbHBIX TeJNe(POHOB, KOTOPHIC HCIOIB3YIOTCS s paboThl B «MOOMIBHOM
OaHKe».

[locnennee BpeMsl TOJY4YalOT PACHPOCTPAHEHHE  MOILIEHHUYECTBA,
COBEpIIIEHHbIE B OTHOIIIEHUH MOJib3oBaTesel cetu HTepHeT mpoaaroux TOBaphl
Ha caidTax OecriaTHbIX 0O0BsiBiIeHWH. [IpojgaBily mocTymaeT 3BOHOK SIKOOBI OT
nokymnaresis. MOIIEHHUK TOJi BHUJOM TIOKYIAaTeNss COOOIIaeT, 4YTO >KeJaeT
NpUOOpPECTH TOBAp, HO MPOXKHUBAET B JPYroM TrOpoJie U MpeajiaraeT OIJIaTUTh
TOBAp MyTEM MEPEUNCIICHUSI ICHEKHBIX CPEJICTB HA KapTy mpoaasua. st 3Toro oH
MPOCUT IPOJIaBIla Ha3BaTb HOMEP KapThl, BJIaJieJiblla KapThl, CPOK JACHUCTBUSI KapThI,
KOJI Ha 00paTHOM CTOPOHE, a TaK K€ COTOBBIM HOMEp, MPUBA3AHHBIN K KapTe, TU00
M0 YMOJTYAHUIO UCIOJIb3yeT HOMED, YKa3aHHbIA B 00bsiBNeHuU. [locne momyuenus
ATUX CBEACHUN MOIIEHHUK HCIIOJB3YET AAHHBIE O KapTe JJIiA OIUlaThl MOKYIIOK B
cetu Uutepuer. [pyroii BapuaHT, Korja Ha TeJeOH MpoJIaBIiia MOCTYNaI0T KOJIbI
oT 0aHKa ¥ MOIIEHHUK MPOCUT COOOIIATh UX SKOOBI JJIsl TIEPEBOJIa JEHET, B 3TOT
MOMEHT MOIICHHUK TMOJKII0YaeT K TelaepOoHYy MOTEpIEBIIEro, JUO0 K CBOEMY
tenedony yciyry «MoOunbHbIM OaHK» U MOXUIAET ACHbIU C KapThl. Tpertwuii
BApUAHT, KOTJIa MOILICHHUK, BBICTYMAIONIUNA B POJU «IIOKyHaTEeNs» Mpeijaraert
NpOJABIy MPOUTH K OaHKOMaTy M, SIKOObI MPOU3BENS] HEKOTOPHIE Olepalui,
MOJYYUTh J€HbIM, B TPEX yKa3aHHBIX CIy4asX MOIICHHUK MOXUIIAET JICHEKHbIC
CpencTBa NpoAaBLa.

2) Comoegvlit meneghon ucnonvzyemcsa MOWEHHUKAMU O hepeoaydu
CMC cooowenusn, coobwenuii uepez meccenoxycepvt Viber, WhatsApp c
8pPE0OHOCHOI UH(OpMmayueil.

Tunel cooOmieHuit: «3aech Hamu ¢ To00i ¢oro http:\\...», «Bamr akakyHT,
crpanuna «BKoHTakTe» B3ioMmaHbl, mpoiaute peructparuio http:\\...», «BbI
BBIMI'PAJId aBTOMOOMIIb, T0ipoOHOoCTH http:\\...”

HoBblii TUIT COOOIICHUH ¢ BPEIOHOCHOM CCHUIKOM:

«I TO BamieMy OOBSBICHUIO, COMVIACHBI JM BBl Ha OOMEH Ha 3TO
http:\\foto3.inc...»

HpI/I IMMOJIYYCHUHN AOAHHOI'O COO6H_IGHI/I$I OTKAKUTCCh OT IIPOXOXKACHUS I10
YKaSaHHOﬁ CCBUJIKC W aKTHBAllUM IIOJJYYCHHBIX CCBLIOK. IIo BO3MOXKHOCTHU
IMPOBCPLTC €CTh JIM B CCTU HHTepHeT B ITIOMCKOBbLIX CUCTCEMAaX CBCACHHNA O JAaHHBIX
CChIZIKAX MW BO3MOXKHBIX MOIMCHHHNYCCTBAX. C006H_II/ITC ITIOJBb30BAaTCILIM  CCTH



WHTepHeT, 4TO JaHHAs CChUIKA MOLIEHHUYECKas. Y TajuTe YKa3aHHOE COOOIlEeHUE,
ecyii yOeXJIeHbI, UTO OHO He HaHecso Bpea Bamemy ycTpoicTBy.

BpenoHocHble ~ mporpamMMbl  CO3JAIOTCA M YCOBEPIIEHCTBYIOTCS
MOIIEHHUKAaMHU PETYISIPHO, U MpHU paboTe ¢ Tene@oHoM Bbl MOXKETE CTONKHYTHCA €
BUJIOM BpPEIOHOCHBIX MPOTpaMM, KOTOphle He TpeOyroT Barieil akTUBHOCTH U
CaMOCTOSITENIbHO MOTYT OBITh 3arpy>KeHbl Ha Bamie MoOMIIbHOE yCTPOMCTBO uepe3
YSI3BUMOCTH ONEPALIMOHHON CUCTEMBI.

B cnyuae 3apakeHuss MOOUIIBHOTO YCTPONCTBA PEKOMEHIYEM OMNpPENeIUTh
yrpo3bl M MOCIEACTBHUS IOJY4YEeHHUs JOCTyNa Xakepa K Bamiemy MoOMIbHOMY
YCTPOUCTBY.

[IpuzHakamMu  3apakeHHsi MOOWJIBHOTO  yCTPOHMCTBA  MOTYT  OBIThH
OJIOKMpPOBaHUE OMEPAIMOHHON CHUCTeMBbI, OJokupoBanue Bxomsmmx CMC
COOOIIEHUI,  OTIpaBKa  HMCKYCCTBEHHO  CT€HEPUPOBAHHBIX  MOOMJIbHBIM
YCTPOMCTBOM  COOOIIEHWI. 3apakeHHbIH MOOWIBHBIA  TenedoH  cleayer
HEMEJIEHHO BBIKIIOUNTh. CHM-KapTy MEpeBBITYCTUTh y omeparopa, a TeiaedoH
COXpaHUTh AJIA TOCJHEAYIOLIEr0 HM3yYeHUs] MOJULUEH, €clid ObUIO COBEPILIEHO
MOIIIEHHUYECTBO, MO0 TIepeaTh B CEPBUCHBIN LIEHTP, €CIU JCHBIY MOXUIIEHBI HE
ObLIH.

Ecniu x gaHHOMYy MOOMJIBHOMY YCTPOWCTBY IMpHUBsI3aHa OaHKOBCKas KapTa,
OaHKOBCKHE YCIyTy Takue Kak «MoOwibHbIN 6aHk», «Onnaitn banky, «HTepHET-
0aHK», TO HEOOXOJAMMO CPOYHO CBSA3aTHCA C OAHKOM, 3a0JIOKMPOBATH KapTy W
IPUOCTAHOBUTH OOCITYXUBaHUE MO cueTaM. Ecinu ¢ momoiunpio TenedoHa 310 HE
ylaercs cAenaTh, TO HEOOXOAUMO OOpaTHThCS B OJpKaiilliee OTAesieHHue OaHKa.
Ecin MoOMibHOE yCTpOMCTBO HCHONb3yeTCs Il JOCTyla K CTpaHuLaM B
COLIMAJIBHBIX CETAX, TO HEOOXOJUMO C APYroro yCTpoMcCTBa JHOO KOMIIBIOTEpA
BBIITH B COIIMAJIBHYIO CETh U CMEHUTH MPUBA3aHHBIA HOMEp TenedoHa.

3apaxkeHHOE MOOWJIBHOE€ YCTPONCTBO TaK K€ SBISETCS HCTOYHUKOM
pacmpocTpaHeHHUs] BPEIOHOCHON MHGpOpPMAIMU MO KOHTAKTaM, COAEPIKAIIMMCS B
teneone. Jlig  mpemoTBpalieHHs — PAcChUIKM  HEOOXOIMMO  YBEIOMHTH
MaKCUMaJIhbHOE KOJIMYECTBO 3HAKOMBIX O Bameit mpobiemMe W 0 BO3MOXKHO
IpUXOAIUX OT Baliero nMeHu BpeTOHOCHBIX COOOIIIEHUSX.

B cnydae ecnu ¢ Bamero tenedona miam OaHKOBCKOW KapThl MOXUTHIIM
JICHEXHBIE Cpe/ICTBAa HEOOXOJMMO B JIEHb COBEpUICHUS XHUIIEHUS OOpaTUTHCS B
0aHK ¢ TpeOoBaHUEM BEPHYTH JCHEKHBIE CPEACTBa, 3a0JIOKUPOBATH Ball CUET,
3aMpeTuTh TEPEeBOJ ACHEXKHBIX CPEJCTB C Balllero cuera Ha Jpyrue cyera,
MPUOCTAHOBUTHh OOCIIY’KMBAaHHUE CUETOB Ha KOTOpbIE ObUIM MEPEUMCIICHBI Ballld
neHexHbie cpenctra. [locne momydeHust oTBeTa OT 0aHKa, C BBIMMCKOM MO CYETY
00paTUTHCS B MOJIHIIHIO.

OpHUM U3 pacIpOCTPaHEHHBIX MOOMIIBHBIX MOIIEHHUYECTB TAKXKE SBIIACTCS
UCIOJIb30BaHUE qyOIMKaTa CUM-KapThl JJIsl JOCTyMa K CUCTeMaM JUCTaHIIMOHHOTO
ynpaBiieHus: 0aHKOBCKUM c4yeToM. [Ipu3HakoM ucnoiip30BaHus nyonukara Barmeit
CUM-KapThl SIBIISIETCS OJIOKUpPOBaHHE JOCTYyNa MOOMIBHOM cBsi3u. B aTOM ciyuae
HEOOXOUMO  CpOYHO  OOpaTHThCS K  MOOWIBHOMY  Omeparopy H
NEPEBBITYCTUTECUM-KapTy. B cilydae moaTBepkaeHUs MOOMJIBHBIM OINEPaTOpPOM



(baKTa HCC&HKHHOHHpOBaHHOﬁ 3aMeHbl Barien CUM-KapThl HCO6XO,Z[I/IMO HaImcaTb
IMPCETCH3HIO B COTOBYIO KOMIIAHUIO U O6paTI/ITI>C}I B ITIOJIHUIIHIO.

Mo:kHo u30exKaTh Y4YacTH IKEPTBbI JAAaHHBIX MOIICHHHYECTB, €CJIH
CJ1e0BATh CJIeAYIOIIMM PeKOMEHAAUsIM:

- Jlns paboTel ¢ OAaHKOBCKUMH KapTaMu, cucTeMamu «MOOWIbHBIN OaHK»,
«bank-onnaitny, «MHTEpHET-0aHK» W Jp. UCIOJIB30BATh OTIACIHHOE MOOWMIBHOE
YCTPOMCTBO, HE MPEJHA3HAYEHHOE JUIsl Pa3rOBOPOB M Pa3BICUYECHHUS] B CETH
WNuTtepHer;

- He yka3piBaTh HOMEpa MOOMIIBHBIX YCTPOUCTB, UCIIOIB3YEMBIX JJIsl paOOThI
c OAHKOBCKMMH KapTaMH U JAMCTAaHLIMOHHOTO YIPAaBJIEHUS OAHKOBCKUM CYETOM,
KAaK KOHTaKTHBIX B ceTH VIHTEpHET, B OOBSBICHUSIX U HAa CTPAaHUIAX COLMAIBHBIX
ceTeilt;

- IlpuoOpect ¥ yCTaHOBUTH HAa MOOWJIBHOE YCTPOMCTBO JIMIIEH3MOHHOE
aHTUBUPYCHOE MTPOrpaMMHOE 00ecriedeHre U3 OPUIMaIbHbIX UCTOUYHUKOB;

- VYka3zaTh B JOroBope c 0OaHKOM, JIuOO B HHOW (OopMe corjacoBaTh C
OAaHKOM, YTO yIpaBJieHHE OAHKOBCKUM CUETOM M MPOBEIAEHUE Olepanui Mo KapTe
MOKET OCYILECTBIIATHCS TOJIBKO C OJJHOI'O MOOMIIBHOTO ycTpoicTBa ¢ ogauM IMEIL,
OTrpaHUYMTh KPYTr ONEpaluii, yCTAaHOBUTH JINMHUT, KOTOPBIM MOYKHO IEPEBOJUTH C
NOMOUIbI0 MOOMJIBHOI'O YCTPOMCTBA;

- 3anpeTuTh NEepeBO/1 BCEro 00beMa JICHEKHBIX CPEJCTB C KapThl, CUETA.

2. MoimeHHHYeCTBA, coBepuiaeMbie B ceTH MHTEpHET M ¢ MOMOIILIO
cetu UHTEpHET:

a) Mowennuuecmea npu npooarxice moeapoe 6 cemu Humepnem no
npeoonname (pacnpoCTpaHEeHHBIC BHIBI: mpoaaxa Iphone, nmudpoBoii, OBITOBOM
TEXHHUKH, OJCKbI, 00yBH, aBTOMOOUJICH, aBTO3aITIacTei);

0) Ilonyuenue om unmepnem Ma2a3uHa, NpPoOaAGUA moeapa, He
COOMEemcmeyouLeo 3a161eHHOMY.

Pa3BuTHe MaHHBIX BUAOB MOIICHHHYECTBA OOYCJIOBIEHO YEJIOBEUCCKHUMHU
dakTopaMu, TaKUMH, Kak JKEJaHUE COKOHOMHTb, OTCYTCTBHE  OJU3KO
pacMoJIOKEHHBIX Mara3uHOB C TAKMM TOBApPOM, TIOJTHOE OTCYTCTBUE MPEIOKESHUIA
Ha pblHKe. OCHOBHBIMH MPHOOPETAEMBIMH TOBApaMU SIBIAIOTCS PEIMETHI
pockotu: jgoporas nmudpoBas TEXHUKA, aBTOMOOWIH, NIyObl, OPEHIOBBIC BEIIIH.
HckmodeHsl TOTHOCTHIO (DaKThl MPUOOPETEHUS TOBAPOB MEPBOIl HEOOXOIUMOCTH.
XKenanve cIKOHOMHUTH MPUBOJAUT 3a4aCTYIO K MOTEPE BCEX NEHEKHBIX CPEJICTB, B
CBSI3M C YeM, IepBas M OCHOBHAas PEKOMEHJAIMS - MPHOOpeTaTh BEIIM 3a HX
pealbHYI0 CTOMMOCTbh U HE UCKaTh npeanoxenui ¢ 30-50% BbIro10M, Tak Kak 3TO
MIPOTUBOPEYHT B IIEJIOM MPHUHIIMIIAM PBIHKA, JTUOO TMPUCIAHHBINA TOBAp OKaXETCA
MOJIJICNIKON, HEMCTIPABHBIM, THOO0 HE YAOBIETBOPSIONINM 3allpOCaM MOKYIaTesl.

He crout mpuobperaTh TOBapbl B MHTEPHET-MarasuHax MO3UIIMOHUPYIOIIIX
ce0st KaK poCCUiiCKre, HO UMEIOIIME CalThl B JOMEHHBIX 30HaX com .org .biz .net
.Info .tv .mobi.



Ocoboe BHUMaHUE CleAyeT YIAEIUTh OT3bIBaM B ceTh MIHTEpHET K TaHHOMY
WHTEpHET-Mara3uy, npojasiy. [IpoBeputh Korjga ObLI CO31aH MaraswH, Caur.
Coznan 1 oH roj u Oosee Hazan. Ecnu callT cymiecTByeT MeHbIIE Mecsla, TO
CTOUT OTKAa3aThCs OT MOKYNKH. MOXHO NMpOBEpPUTh Hamuuyue oduca y JaHHOTO
Mara3uHa, YJIOCTOBEPHUTbCS B ceTH VIHTEepHET, 4YTO Takol JOM CYIIECTBYET,
MIOCMOTPETH €0 Ha Kapte, GOoTo-CHUMKaX, maHopamax SAnnekc, ['yri. Yoenutbes,
YTO Ha JIOME €CTh BbIBECKa MarasuHa, Ju00 umerorcs opucHble nomenienus. Ha
CHMMKaX TaKX€ MOXKHO y3HATh Ha3BaHUA, TeIe(hOHBI OJU3KO PACIIOIOKEHHBIX
OpraHu3anuii, TO3BOHUTH MM U BBIICHUTH JOCTOBEPHOCTh HH(popManuu. B
WHTEPHET-CIPABOYHUKAX HAWTH TenedOoHBl aJIMUHHUCTpATOpa O(PUCHOTO IICHTPA,
pecenuieHa, yOeauThCsA, YTO TAaKOM  MarasuH WIM  UHAUBUAYaJbHBIN
IpEeANPUHUMATENb CYIIECTBYIOT U OCYIIECTBIIIOT CBOIO JIEATEIbHOCTh B JTAHHOM
3nanud. [lonydeHHyro uMH(OpMaLUIO ClIEQyeT HMCMIOJIb30BATh MPU OOIIEHUH I10
TeneoHy C COTPYyIHMKaMWM MarazuHa. Ecioum wMarasuH wWid  [poJiaBell
OTKa3bIBAOTCSl 3BOHUTH MO TeNne(oHY U MpeIaraloT APyrue crnocoObl OOIIEHNUS,
takue kak Viber, Skype, WhatsApp u apyrue, 1100 mara3us tenedoHa HE UMEET,
clenyeT OTKa3aTbCsd OT MOKynku. B xoxe oOwmeHus no TteneoHy MOXKHO
COOOIIUTH, YTO HAXOJUTECh B TOPOJIE MPOJIaBlia, Mara3uHa U MpeajioKuTe 3a0pathb
TOBap CaMOBBIBO30OM U OIJIATUTh HAJUYHBIMHU B ouce. B ciayyae kaTeropuyHoro
OTKa3a CJIEAYET OTKA3aThCs OT IMOKYIIKH.

[Ipu npuoOpeTeHuu JOpPOrOCTOSALIMX BEIIEH, TAKUX KakK aBTOMOOWIIb,
JIOPOKHASI TEXHUKA, CTPOUTEIbHBIE MATEPUAIIbl, PEKOMEHIYEM MOTPATUTh IEHBIU
Ha JIOPOTY J0 ropoja NpoJaBla U yAOCTOBEPUTHCS B HAIMYMU ITPOJIAaBIA U TOBAPA.
JInbo HaWTH B Tropoje MpOAABUA 3HAKOMBIX W THOMNPOCUTH HMX MPOBEPUTH
JIOCTOBEPHOCTh MNpPEIOKeHUs B ceth MHTepHeT. Ecnm ke Takol BO3MOKHOCTH
HET, TO OIUIATUTh YCIYI'M IOPHUCTA, COTPYIHHUKA aBTO(PHUPMBI, 3aHUMAIOIIEHCS B
ropoJie MpOJIaBUA MPOJAXKENM M CKYNKOM aBTO M 32 CHUMBOJIMYECKYIO IUIATy
IPEMIOKUTh EMY BCTPETUTHCS C MPOJIABLIOM U OCMOTPETh aBTO U JJOKYMEHTBL. DTO
KacaeTcsl ¥ MPUOOPETEeHUsl CTpoiiMaTepraIoB U MeTallla — 0OpaTUTECh K yCIIyraM
Iopucta B Tropone npoxaaBua. JlroOwsle npucnannele Bam no Hutephery
dboTorpaduu, CKaHbl JOKYMEHTOB W aBTOMOOWJISI MOILIEHHUKH C JIETKOCTHIO
MO/1JIETIBIBAIOT.

B nactosiee BpeMs OOJNBIIMHCTBO UHTEPHET Mara3nuHoB padoraro o 100 %
npeaoriaTe, Mpu COONIOACHUHM YKa3aHHBIX PEKOMEHJAIMA MOHO COBEpPIIUTH
yIA4YHYIO TOKYTIKY.

HacrosiTenbHO pekoMeHAyeM He OCYIIECTBISATh «CJEMNbie» IOKYIKH B
COLIMAJIBHBIX CETAX. AJAMUHUCTpALMS COLUMAIBHBIX CETed HMCKIOYWIA Pa3iebl
OOBSBJIICHWIA C CalTOB W HE HECET OTBETCTBEHHOCTH 3a COBEpPIIAEMbIC C
WCIOJIb30BAaHUEM CETHU JICVCTBUS MTOJIb30BATEIICH.

B cmydae HeoOXoaMMOCTH MPUOOpPECTH TOBAp UEpe3 COIUATBHYIO CETh
HEOOXOMMO THIATEJIFHO MPOBEPUTH MPOJaBIa, 0053aTEIbHO CBA3ATHCS C HUM IO
TenedoHy, pacClpoCUTh MOAPOOHOCTH O TOBape, moTrpedoBaTh (ororpadun
TOBapa B JIETalSAX, MPEIIOKUTH OTIPABUTH TOBAP KYPHEPCKOW CiykO0U u



HAJOKEHHBIM  IUIATEXOM, OOroBOPUTH BO3MOXHOCTH  BO3BpaTra  TOBapa,
BO3MOKHOCTh CAMOBBIBO3a.

[IpoBepUTh OT3BIBBI U OCTABJIEHHbIE KOMMEHTAPUU B TPYIINE U HA CTPAHMIIE
npojasia. Eciy HeCKOJIbKO MOJIb30BaTeNeld CETH pa3MENIAtOT CIUIONIb XBaleOHbIE
OT3BIBBI U PEKOMEHAIINH, TO CTOUT MPOCMOTPETH CTPAHUIIBI ITUX MOJIb30BATENEH,
HE SBISIIOTCA JIU OHU «(HEHKOBBIMH», €CTh JM y HUX Ha CTPaHULAX JIMYHBIC
dbotorpaduu, OosblIOe KOMUYECTBO Apy3ei. JlanHyro wuHOOpPMAIUIO MOXKHO
IpPOCMOTpPETh M Ha cTpaHule mnponaBua. CrpaHuna mnpoiaBla AOKHA OBITH
aKTUBHOM, Ha HEH peryspHO JMAOJDKHBI pa3Melarhcs JudHble ¢oTorpaduu,
OOHOBJISITHCSA ATBOOMBI, JTIOJDKHBI OBITH CBEACHHUS O MecTe yueOwnl U paboThl, a B
JPY3bSX TOJIKHBI OBITh «KUBBIE» U aKTUBHBIE IMOJIb30BATEIN. MOXKHO YTOYHUTD,
r7Ie HaXOAMUTCS MPOJABEll, B KAKOM TOpoJie, MPEeMIOKUTh 3a0paTh TOBAp SIKOOBI
BalllUM 3HAKOMBIM, HaXOJSUIMMCS B JIaHHOM TOPOJI€ M OLEHUTh PEAKIUIO
npojasua. Ecnu B ceTu Bbl 00IIaeTech ¢ MarasuHoM, TO MOTPeOyHTE COOOIIMTH
cailT MarazuHa B cetu HWHTepHeT, ropuaudeckuid u ¢akruueckuii aapec. Ilpu
J1000M COMHEHUHU OTKaKHUTECh OT mpuobpereHus toBapa co 100% mpenornaToi
Yyepe3 COLMAIbHYIO CETb.

[upokoe pacnopocTpaHeHue B ceTd HWHTEepHET Takke NpHOOpeTaroT
MOIIICHHUYECTBA C IPUBJICYEHUEM CPEICTB MOJIB30BATENEN I UX TPUYMHOKEHUS
B (pMHAHCOBBIX MUpaMHJAX, KOONEPATHBAX, MUKPO(PUHAHCOBBIX OpraHU3ALUAX,
Oupkax,  OyKMEKEpCKHX  KOHTOpaX,  pBIHKAaX  DJJEKTPOHHBIX  BalloOT.
[IpaBOOXpaHUTENBHBIE OPTaHbl HACTOSITENIBHO PEKOMEHIYIOT HE BCTYIaTh B KaKHe-
A100 OTHOLIEHUS C TAaKUMU OpPraHU3alMsIMHU U JMIAMH, TPEJIaralouiMi Takue
yCIyrd, TaKk KaKk MHOTHE KOMIIAHUM W WHTEPHET CAaWThl JAHHBIX KOMIIAHWM
HaxXoJATcA 32 pyOexoM, OpraHu3aiy padoTaroT M0 3aKOHAaM JAPYTHX TOCYAapCTB,
ar00 M3HAYaIHbHO MOIIEHHUYECKHE, M BEPHYTh 3aTpaueHHbIC HA JAHHBIC MPOEKTHI
JEHBI'M MPAKTUYECKU HEBO3MOXKHO.

8) Caitmbl «no00eaKu», a mak xce PUUIUH208bLE CALINbL.

JlaHHBI BHJT MOIIIEHHMYECTBA MPEANOJIAraeT, YTo KEPTBa MOCYUTAET CAUT
3HAKOMBIM W TPUOOpETET Ha HEM TOBap, YCIAYry, JUOO yKa)XeT JaHHBIC CBOESH
OAHKOBCKOMW KapThl.

EnnncTBEeHHON pexomMeHaaIeil MOXKeT ObITh MPOSIBJICHUE BHUMATEILHOCTH.
Heobxoaumo oOpaTuTh BHUMaHHUE Ha aJIPECHYIO CTPOKY cailTa, Ha3BaHUE caiTa,
€CTh JM Kakue-Iu0o J00aBOYHBIE CHUMBOJIbI MM Ha3BaHUS B aJPECHON CTPOKE,
pPacIoJIOkKEH JIU CalT B JOMEHHOU 30HE «ru». CKONMMpOBaTh Ha3BaHHWE caiiTa U3
aJIpeCHOM CTPOKH U MPOBEPUTH B MMOMCKOBOM cucteMe. He cTout noBepsiTh caifTam,
MMEIOIIUM B Ha3BAHUM 3HAKOMBIE CJIOBA, HO PACIIOJIOKEHHBIE B JIOMEHHBIX 30HAX
.com .org .biz .net .info .tv .mobi u Apyrux He CBI3aHHBIX C POCCUMCKUM HHTEPHET
IPOCTPAHCTBOM.

HeonHOKpaTHO mpoBEpbTE CalTBl B pasleiax KOTOPBIX, IUIaHUPYETe
yKa3aTh JaHHBIE O CBOEH OaHKOBCKOW KapTe, MO JaTe CO3JaHUs caiTta, IO
TeneoHaM yKa3zaHHBIM Ha calTe, MO OT3bIBaM B ceTtu VHTepHeT, ciemyer
YTOYHHUTHh HET JIM caiTa B pa3NW4HbIX Onek nuctax cetu MurepHer. Ilomuure,
MOILIEHHUKY JOCTaTOYHO HOMEpa KapThl M KoJa Ha OOpaTHON CTOpPOHE KapThl



(CVV kon, cocrosiiuii u3 4eTbipex HUGp) s MOKYIOK M OIUIAThl YCIYT B CETH
WnurtepHert. pyrue naHHele, TO, KaKk CPOK JACHCTBUSL KapThl, OH MOXET M0100paTh,
a uMs 1 (pamMmInio BiIaJenbla y3HaTh OT Bac JuO0 U3 ceTu VIHTepHeT ¢ Bammx
JIMYHBIX CTPAHHULI.

Ecnu BBI cTamu XepTBOM TAKOI0 CaWTa U 3aMETUIIM 3TO IOCJE NPOBEICHUS
onepaiu, MOKYNKH, 3a0JOKUpyiTe KapTy U oOparurech B OaHK B JI€Hb
IPOBEJCHUS OTepaluy uisd €€ OTMEHbI U BO3BpPATE IEHEKHBIX CPECTB.

[Ipu nokyrmke aBua, )KeJIE3HOAOPOKHBIX OUIIETOB HE UIIUTE OUYEHD JICHICBbIC
OuseTsl Ha COMHHUTENBHBIX calTax, TeM OoJyiee pPacHoOJIOKEHHBIX B JOMEHHBIX
30Hax .com .org .biz .net .info .tv .mobi . JlocTynHble 10 11eHe OMIIETHI KeNaTeIbHO
npruoOpeTaTh Ha O(PUIIMAIBHBIX CaiTaX KOMITAHUN-TIEPEBO3YUKOB.

I'Y MBI Poccuun no BoJsirorpajackoii odosiactu



